
ISPBrain Documentation 
 

Page 1 

 
 
ISPBrain Documentation 
 
Table of Contents: 
 

Basic Setup Guide ………………………………………………..……….2 
 
Subscr ibers ………………………………………………………..………9 
 
Billing System ……………………………………………………….…...13 
 
Support Tickets …………………………………………………….…....15 
 
Messages …………………………………………………………….…...18 
 
Groups ……………………………………………………………….…..19 
 
Devices …………………………………………………………………...23 
 
Services …………………………………………………………………..27 
 
System Configuration …………………………………………………..32 
 
Bandwidth Usage Tracking ……………………………………………34 

 



ISPBrain Documentation 
 

Page 2 

Basic Setup Guide 
ISPBrain Overview: 
ISPBrain provides ISP class user authentication and bandwidth management 
systems for wireless wide area networks. Using the ISPBrain system, your 
organization can begin deploying wireless and wired internet services to clients in 
a variety of areas and demographics. With a dedicated and experienced staff to 
back each installation, wireless operators can be confident of solid service 
offerings right out of the box. 
 
Coupled with licensed band, unlicensed band, or WiMax back hauls and 
distribution, ISPBrain provides end to end security and client management for 
wireless ISP applications. 
 
The ISPBrain architecture provides a network operator with the ability to build 
out an efficiently routed network by use of compatible WANRouter IP routers 
which work seamlessly with the ISPBrain Server.  The ISPBrain server resides at 
the network point of presence and works in conjunction with a backbone router 
(WANRouter 1000 or 1500).  WANRouter 600 Authentication Devices can be 
placed at network nexus points and are used as gateways for different sets of 
subscribers.  Distributing the routing and traffic shaping functions to the end 
points of the network provides for more efficient use of bandwidth and conserves 
available wireless throughput by limiting end user traffic consumption before it 
reaches the wireless backhauls.  These devices work together to provide 
everything needed to build out a robust fully manageable, efficient, and secure 
wireless network. 
 
In its simplest form, the ISPBrain system consists of one ISPBrain Server, and 
two WANRouters.  One WANRouter is used as the backbone router / firewall / 
traffic shaping device.  The second WANRouter can be dedicated to user 
authentication and accounting.  The network can be expanded by creating bridged 
wireless links to subscribers back to the point of presence or by adding 
WANRouters at key locations to provide a routed infrastructure. 
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Sample ISPBrain System Deployment 

 

 
 
 
The functions provided by the ISPBrain Server include: 
 

ISPBrain Features: 
 

o Bandwidth Service Database – includes a list of all services offered 
through your ISP.  These services can be assigned to subscribers and 
will automatically be applied as rate limits when the subscriber logs on 
to the network.  Each service contains a number of parameters 
including base transfer speeds, burst transfer speeds, price per month, 
price per hour, and transfer limits. 
 

o Network Device Database – Each device on the network can be stored 
in a network device database.  Important information about that device 
can be stored securely including usernames and passwords, IP 
addresses, physical location, dates serviced, and any other information 
that is useful. 
 

o Network Device Monitoring – The ISPBrain system allows certain 
device types to be monitored.  Long term availability and latency 
statistics will be automatically tracked and email alerts will be sent to 
system administrators if devices become unresponsive.  WANRouter 
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monitoring is enhanced to include CPU Utilization and Network Load 
statistics for up to a one year history. 
 

o Network Bandwidth Utilization and Transfer Tracking – ISPBrain 
tracks bandwidth utilization down to the individual subscriber level.  
Bandwidth utilization and transfer statistics are also available for a 
particular device; network wide; or for a particular group of 
subscribers.  The system uses a built in RADIUS server to handle 
transfer accounting and employs a number of reporting and graphing 
features to aid in analyzing the traffic accounting data. 
 

o Subscriber Database – The subscriber database includes a full list of 
all subscribers (businesses or individuals) who have service on your 
network.  Each subscriber has an account which shows credits and 
debits for service purchased. 
 

o Subscriber Groups – Subscribers can be added to groups for ease of 
tracking and locating particular subscribers.  Administrators can track 
useage statistics by group. 
 

o Support Tickets – A robust support ticketing system allows network 
operators to create support tickets for problems on the network and to 
assign tickets to specific system administrators.  Once the issue has 
been resolved, the support ticket can be set to a resolved status.  
Tickets can be attached to any device, subscriber, or group within the 
system and remain attached as a historical record to each entity. 
 

o Messages – Messages work similar to support tickets and allow notes 
to be attached to any device, subscriber or group.  These notes can 
contain correspondence entries, special notes on an entity or any other 
useful information. 
 

o Subscriber Billing – ISPBrain partners with Authorize.net to offer an 
online credit card billing system.  The ISPBrain can optionally be 
configured to allow online subscriber registration and credit card 
payments.  Subscribers can select a desired service and upgrade their 
service level from an online account page.  Charges will automatically 
be applied to a subscriber’s account on a monthly basis. 
 

o System Configuration / Content Management System – The ISPBrain 
provides an online support and account website for subscribers.  From 
this website, subscribers can enter support requests, read frequently 
asked questions, and access a EULA document.  Administrators can 
customize the interface through the ISPBrain administration tool and 
easily update the content of the FAQ, EULA, and introduction pages.  
This portal website can even be used to sell advertising space or for 
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distribution of online content to subscribers.  System administrators 
can control the frequency at which subscribers see the portal page 
content. 

 
WANRouters have been specifically constructed to interface with the ISPBrain 
server in a distributed Wide Area Network environment.   WANRouter Features 
include the following: 
 

WANRouter Features: 
o Linux Based Operating System 
o Full Featured Firewall – stateful packet filtering and NAT 
o Full Featured Bandwidth Shaping – Includes Layer 7 P2P 

signatures for identifying and filtering or throttling peer to peer 
traffic.  Traffic prioritization. 

o Router to Router Speed Test Server – useful for testing speed 
between WANRouters within your network 

o VLAN Support 
o IPsec, VPN tunneling, PPTP, L2TP, EoIP, IPIP 
o PPPoE Server 
o Web Proxy Support, DNS and HTTP caching 
o DHCP Server and Relay 
o RIP, OSPF, and BGP support 
o VRRP protocol support 
o UPnP support 
o SNMP, Command Line, Scripting and GUI management 
o Policy based routing and equal cost multi path routing 
o Support to for wireless interfaces 
o Captive Portal Server 

 
ISPBrain Server Specifications: 

o Linux Based Operating System 
o Robust SQL Database Backend 
o RAID 1 Hard Drive Configuration 
o Gigabit Ethernet Network Interface Connection 
o Pentium 4 Class Processor 
o Web Based Administration Backend 
o RADIUS Authentication and Accounting Server 

 
Setting up the ISPBrain: 
The ISPBrain should be placed at a nexus point within your WAN network and 
should have ample network access to any authentication points within the 
network.  ISPBrain is designed to work in conjunction with routers and access 
points, wireless backhauls, DSL networks, cable networks, and other types of IP 
based distribution methods.  Each sub-network should have a WANRouter or 
other compatible routing device at its head to provide authentication and 
accounting services.  Alternatively, your network may be bridged to allow all 
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authentication and accounting processes to take place near the location of the 
ISPBrain with one single robust authentication router, such as the WANRouter 
1000.  An ISPBrain technician should be consulted prior to deploying an 
ISPBrain in your network.  ISPBrain provides onsite support and training for 
providers interested in deploying a managed an authenticated internet service. 
 
Below is a sample WISP deployment diagram using wireless backhaul 
technologies, and WANRouter authentication and backbone routers: 
 

 
Logging into the ISPBrain: 
The ISPBrain ships with a default IP Address of 10.0.0.1.  Default username is 
“admin”  and default password is “admin” .  The administration portal can be 
accessed via a Mozilla or IE compatible web browser at the URL: 
http://10.0.0.1/admin.  Once logged in, the user should visit the system 
configuration page to set the appropriate settings for the deployment environment 
and also update the admin profile with a strong password. 
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Updates, Maintenance and Support: 
ISPBrain sells the system as a hardware / software license and yearly maintenance 
contract solution.  The initial purchase of hardware / software includes a 45 day 
maintenance contract that provides phone and email support for the deployment 
and setup period on your wide area network.  After the initial 45 days, a 
maintenance contract is recommended to provide ongoing support and software 
updates.  ISPBrain technicians will provide extensive support and maintenance 
services to ensure that your network is running at optimal performance.  Software 
updates include enhanced control over many aspects of your network and 
subscriber base to help you maximize the useage of your backbone internet 
bandwidth and automate many of the support and management tasks necessary to 
keep your ISP operational. 
 
 
Support requests should be directed to: 
 

Web: http://www.ispbrain.com/support 
Email: support@ispbrain.com 
Phone: +1 319 358 7525 
Mail: ISPBrain, 2000 James Street, Suite 105, Coralville, IA 52241, USA 
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Configuring Internet Access for Subscribers: 
Once the ISPBrain is online with a suitable IP address and within a properly 
configured environment, authentication routers can be added to allow subscribers 
to connect and obtain internet access via ISPBrain authentication and bandwidth 
management.  At least one WANRouter or other RADIUS compatible routing 
device is required and should be placed at a gateway point within the network.  
The upstream routing port on such router should be able to access the ISPBrain, 
while the downstream port should be visible by the subscribers.  Refer to the 
section below titled, “Setting Up a New Authentication Router”  for detailed 
instructions on how to configure your authentication router to provide internet 
access for subscribers using the ISPBrain System. 
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Subscr ibers 
 

Subscribers Overview: 
Subscribers are individuals or businesses who subscribe to internet service 
through the network controlled by the ISPBrain.  A subscriber may represent one 
individual computer, and individual with multiple computers, or an organization 
with a router and switched network that feeds multiple computers behind a NAT.  
Subscribers can gain internet access through an ISPBrain controlled network via 
the hotspot / captive portal login pages, or by using PPPoE based authentication* .  
Attributes stored for each subscriber include basic address and contact 
information, service level information, financial accounting information, 
bandwidth usage information, support ticket information, and other useful 
miscellaneous information which may aid in providing support or service to a 
subscriber. 
 
*  Other authentication methods are possible by configuring routers in various 
modes.  Accounting and authentication information is relayed from the router to 
the ISPBrain via the RADIUS protocol. 
 
Subscriber Registration Process: 
Subscribers must have a valid and active subscriber record in the database in 
order to gain internet access through an ISPBrain controlled WANRouter.  If the 
subscriber has not yet registered, a registration process must be completed before 
accessing the internet.  Subscribers may register via the online captive portal 
registration form or through a system administrator.  

 
Captive Portal Registration: 
When a subscriber is connected wirelessly or via a wire to an ISPBrain 
controlled network, all http traffic will be directed to a captive portal login 
page until logged in.  The subscriber can access the online registration 
form by clicking on the registration link on any captive portal login page.  
During the registration, the subscriber must enter valid address and contact 
information and create a unique username and password.  Once 
biographical information has been entered, the user will be able to select a 
free base internet service if one is available or select a paid service if so 
desired.  If the subscriber selects a fee based service, payment information 
will then be collected from the subscriber in order to complete the 
registration.  Once all information is collected, a charge will be added to 
the subscriber’s account and a payment will be collected from the 
subscribers chosen method of payment.  Once proper payment is 
successfully processed, the subscribers account registration will be 
completed and the account will be activated.  The subscriber will then be 
presented with login instructions. 
 
Subscriber Registration via System Administrator: 
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Subscribers can also complete the registration process by contacting a 
system administrator.  The system administrator will then manually create 
a subscriber record via the ISPBrain administration interface.  
Administrators will be responsible for entering the adequate payment 
information and account entries to begin service.  Administrators also 
have the capability of overriding the payment requirement and simply 
providing access to a subscriber in a non-paid mode.  Administrators can 
also assign PPPoE accounts to subscribers via this method.  PPPoE 
accounts are recommended for businesses and other subscribers who wish 
to have a static IP address. 
 

Subscriber Attributes: 
 

o Username / Password – Unique username and password used by the 
subscriber to login via the captive portal pages or with PPPoE 
authentication. 
 

o Name & Address Information – Basic contact information for the 
subscriber. 
 

o Email Address – Email address of the subscriber.  This address may be 
used for communication with the subscriber. 
 

o Computer Brand – The manufacturer of the computer used by the 
subscriber. 
 

o OS – The operating system used by the subscriber. 
 

o Computer Type – The type of computer that the subscriber is using. 
 

o Notes – Any helpful notes about the subscriber.  These notes are only 
viewable to system administrators and should be used for administrative 
purposes only. 
 

o Registration Date – The date the subscriber record was created. 
 

o Service Level – The level of service the subscriber will receive when 
logged in.  Subscribers will be able to choose from any service that has 
been associated with the Authentication Router through which they’ve 
registered.  Administrators may override these settings and assign any 
service defined within the ISPBrain to any subscriber regardless of which 
Authentication Router they connect through.  In instances where 
subscribers are assigned service levels which exceed that available at an 
Authentication Router, the subscriber’s service may be limited by the 
amount of bandwidth available at that specific location. 
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o Expiration Date – The date when service is set to expire.  This date will 
automatically be pushed forward for paid services when a new payment is 
collected from the subscriber.  Credit Card payments are automatically 
processed on a monthly basis.  If the subscriber has registered for a free 
service, there will be no expiration date. 
 

o Status – Denotes whether the subscriber is currently online or offline. 
 

o First Logged In – The date and time the subscriber first logged in 
 

o Total Upload / Download – The total transfer associated with the 
subscriber since registration. 
 

o Average Upload / Download – The average upload / download speed over 
the time that the subscriber has been online. 
 

o MAC Address – MAC address of the subscribers Network Interface Card.  
If the subscriber is not online, this field will be empty. 
 

o IP Address – This is the IP address currently in use by an online 
subscriber.  If the subscriber is not online, this field will be empty. 
 

o Vendor – Vendor of the Network Interface Card derived from the codes in 
the MAC address.  This information can be helpful in troubleshooting and 
can provide insightful information as to what type of device or computer is 
connected to the network. 
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Subscriber Accounts and Payment Options: 
Each subscriber has a personal account which contains charges and credits.  The 
difference between the sum of charges and credits is the balance.  Each month, the 
subscribers account will receive a charge for any paid services that are associated 
with the subscribers account.  At the end of the billing cycle, the subscriber will 
be billed via the chosen method of payment for any outstanding balance on the 
subscriber’s account.  The following payment methods are available to 
subscribers: 

o Free Account – the subscriber will not be billed for service 
o Pay by Credit Card – default for paid services obtained through captive 

portal registration  
o Pay by Check – may only be assigned by administrators 
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Billing System: 
 

Billing System Overview: 
The ISPBrain Server can be run in a paid or non-paid mode.  When in paid mode, 
the billing system becomes active.  The billing system provides a unified way to 
track debits and payments from subscribers on the network.  The system provides 
automated payment options for subscribers who self register as well as a manual 
accounting interface for administrators to track and process payments and charges 
at the individual subscriber level.  For any business, a full featured accounting 
package is recommended, such as Quickbooks.  The ISPBrain billing system is 
meant to handle the fine grain billing activities, such as debiting a subscriber’s 
credit card and tracking the amount owed on a particular subscriber’s account 
based on the service level provided. 
 
Subscriber Accounting: 
Each subscriber in the system has an account attached.  Each account consists of 
charges and payments (debits and credits).  Subscribers can purchase service in 
two different ways as specified in the attributes for the different services: 
 

1. Monthly Service Subscription 
This option allows subscribers to have a connection at the specified 
service levels for a fixed cost per month.  The subscriber’s account will be 
billed for the amount specified in the service attributes each month.  If a 
subscriber is paying by credit card, the subscriber’s credit card will be 
billed each month for the proper amount. 
 
If a subscriber upgrades or downgrades to a new service level in the 
middle of a term, the current term will be pro-rated for the remaining 
amount and the subscriber will be credited or debited for the 
corresponding differential. 
 

2. Hourly Credits 
This option allows subscribers to register for service and purchase time 
credits which allow access for a specified amount of time.  Once the time 
limit has expired, the subscriber must manually purchase more time 
credits to continue.  The cost for hourly credits is specified in the service 
level attributes for a particular service. 
 
If a subscriber upgrades or downgrades to a new service level while they 
still have credit at the existing service level, the time amount remaining on 
the account will be adjusted according to the amount per hour for the new 
service level. 

 
Credit Card Payments: 
The system integrates by default with Authorize.net or PayPal Pro.  ISPBrain 
provides reseller services on behalf of Authorize.net.  Contact ISPBrain to get 
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setup with an account to accept credit cards online.  If you prefer to use a service 
other than Authorize.net or PayPal Pro for accepting credit card payments, 
ISPBrain can create a custom gateway script module for your gateway of choice.  
Accepting credit card payments via the internet requires the following 
components: 
 

1. A Bank Account – this can be any bank account and should be that of your 
company 

2. An Internet Merchant Account – Authorize.net has partnered with Wells 
Fargo to provide an integrated Internet Merchant Account offering that is 
compatible with any bank account.  Please note that if you have a regular 
merchant account, you will need to obtain an Internet merchant account to 
accept credit card payments via the internet. 

3. A Payment Gateway – Authorize.net provides payment gateway services 
 
Once the ISPBrain system has been activated and is accepting credit card 
payments, individual subscriber account histories are tracked in the system.  
Regular accounting software should be used to manage the accounts of the 
business. 
 
Quickbooks compatible iif files can be exported containing account debits and 
credits for a specified date range.  These files can be imported into Quickbooks to 
account for all of the transactions. 
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Support Tickets: 
 

Support Tickets Overview: 
The support ticket system is designed to allow network administrators to track and 
troubleshoot problems and issues on the network or related to subscriber 
experience.  Support tickets can be attached to any entity in the ISPBrain system 
including: 
 

1. Subscribers 
2. Groups 
3. Devices 

 
When a new support ticket is added, it goes into a queue of unclaimed support 
tickets.  Service technicians must claim support tickets start them through the 
resolution process.  The support ticket resolution process contains the following 
phases in order: 
 

1. Pending – tickets that have been entered, but not claimed or assigned to 
any technician 

2. Assigned – tickets that have been claimed or assigned to a technician 
3. In Progress – the technician has acknowledged the issue and is working to 

resolved it 
4. Fixed – the technician has fixed the issue 
5. Verified – the network manager or subscriber has verified that the issue 

has been resolved 
 
Tickets that have been resolved will remain attached to the particular entity for 
the life cycle of that entity.  Tickets may also be attached to more than one entity. 
 
The field attributes for support tickets are as follows: 
 

1. Title – a name describing the issue 
2. Description – a detailed description of the issue 
3. Email – the email address to which update notification will be sent to 
4. Assigned To – the Administrator who has been given responsibility to 

resolve the issue 
5. Devices – Any devices related to the issue (one or many) 
6. Subscribers – Any subscribers related to the issue (one or many) 
7. Groups – Any groups related to the issue (one or many) 

 
Adding Support Tickets: 
Support tickets may be added by system administrators or through the subscriber 
support interface by subscribers.  To add a new support ticket: 
 

Administrators: 
1. Login to the administration system 
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2. From the Admin Homepage, click on the “Create a new Support 
Ticket”  link 

3. Fill in the details of the ticket 
4. Select any entities with which this ticket is associated 
5. Click submit 

 
Subscribers: 

1. Login to the subscriber support page: http://prefix.domainname.com 
2. Click on Support Tickets 
3. Click on the “Create a new Support Ticket”  link 
4. Fill in the details of the ticket 
5. Click submit 

 

 
 
Responding to Support Tickets: 
To respond to support tickets, an administrator should follow these steps: 
 

Claiming Support Tickets: 
1. Login to the administration system 
2. From the Admin Homepage, click on the “view unclaimed support 

tickets”  
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3. Look under the “Unassigned Support Tickets”  heading 
4. Click on the  next to any support tickets that you wish to resolve 

 
Resolving Support Tickets: 

1. Login to the administration system 
2. From the Admin Homepage, click on the “Manage Your Support 

Tickets”  link 
3. Look under the “My Support Tickets”  heading 
4. Click on the title link of the support ticket you wish to resolve 
5. Click on the “set”  link 
6. Change the status of the ticket to the appropriate status 
7. Enter any notes related to what actions may have been taken or details 

on the cause of the issue 
8. Click the “save”  button 
9. When the issue has reached the “ fixed”  status, the issue has been 

resolved 
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Messages: 
 

Messages Overview: 
The Messages System is a versatile way of attaching information to an entity in 
the ISPBrain database.  When a new message is added, the content and title of the 
message are stored along with a date-stamp and identity stamp that designate 
when the message was added and by whom it was added.  The messaging system 
can be used as a correspondence log or a simple information attachment 
mechanism.  The entities to which messages can be attached are as follows: 
 

1. Subscribers 
2. Groups 
3. Devices 

 
Adding Messages: 
To add messages to an entity, follow these steps: 
 

1. Login to the administration system 
2. Navigate to the entity you wish to add a message to 
3. Scroll down to the notes section and click on the “Add Message” link 
4. Fill out the details of the message 
5. Click Save 
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Groups: 
 

Groups Overview: 
The groups system allows network administrators to look at the subscriber 
database in a more organized fashion.  Rather than a long flat list of subscribers, 
the groups system allows Administrators to create their own hierarchy of 
organization for the subscribers in the system.  In addition, the groups system 
allows administrators to view bandwidth usage by group.  Groups can consist of 
any subscribers within the system.  Network administrators may create groups of 
trouble subscribers or high bandwidth users to aid in tracking certain types of 
subscribers. 
 

 
 
Adding Groups: 
To add a new group, follow these steps: 
 

1. Login to the administration system 
2. Click on the “Manage Groups”  link 
3. Click on the sub-nav “Add Groups”  link 
4. Enter the group name 
5. Select the parent group (if any) 
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6. Click Add 
 

 
 

Note: you may also add a child group by clicking on the  icon next to the 
desired parent group on the List Groups page. 
 
Adding and Removing Subscribers from Groups: 
You may add and remove subscribers to and from groups at any time.  To add a 
subscriber to a group, the subscriber record must already exist within the system. 
 

Adding subscribers to a group: 
1. Login to the administration system 
2. Click on “Manage Groups”  
3. Click on the  icon next to the group to which you wish to add 

subscribers 
4. From the list of subscribers that are not currently in the group, 

place a check mark in the box next to any subscribers you wish to 
add to the group 

5. Click on the submit button 
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Removing subscribers from a group: 

1. Login to the administration system 
2. Click on “Manage Groups”  
3. Click on the  icon next to any group member’s name that you 

wish to remove from the group 
4. On the pop-up warning message, click “ok”  

 
Group & Authentication Router Integration: 
To ease the administration load associated with maintaining accurate group 
memberships, you can specify a default group for a particular authentication 
router.  This action will cause any subscriber who registers on the system through 
a particular authentication router to be added to the authentication router’s default 
group.  You may have more than one authentication router with the same default 
group. 
 
To specify the default group for an authentication router: 

1. Login to the administration system 
2. Click on the “Manage Devices”  link 
3. Click on the “Manage Authentication Routers”  link 
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4. Click on the Authentication router for which you would like to specify a 
default group 

5. From the “Default User Group”  drop down, select the desired default user 
group 

6. Click the “Edit Device”  button to save the changes 
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Devices 
Devices Overview: 
A device can be anything on the network.  The device database is a convenient 
place to store information on your network devices, including MAC addresses, 
login information, SNMP communities, number of ports, and other data.  In 
addition, devices in the device database can be monitored.  ISPBrain is capable of 
monitoring the latency & packet loss to any device with an IP address, as well as 
monitoring CPU usage & network bandwidth on WANRouters. 
 

 
 
Authentication Routers: 
An Authentication Router is a special type of device.  Authentication routers are 
devices that users authenticate against.  They send their login requests back to the 
ISPBrain for authorization.  These devices must be configured properly in the 
database in order for ISPBrain to function. 
 

Setting Up a New Authentication Router: 
The first step to setting up an authentication router is to create the device 
record.  An authentication router is a network device, and needs to be 
present in the database.  The "Device Type" must be set to "Authentication 
Router".  The IP address must be set.  The login name & password need to 
be set properly.  Also, the SNMP Read Only community needs to be set. 
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Once this is done, click on "Manage Authentication Routers".  You©ll see 
the new authentication router listed.  Click the green edit button to edit the 
fields. 
 
Calling IP should be set to the IP address that the requests to the ISPBrain 
will be coming from.  Since some authentication routers will have multiple 
IPs, this needs to be the IP address that packets destined to the ISPBrain 
will come from. 
 
RouterOS Version has an informational field containing the version of 
RouterOS installed. 
 
The RADIUS secret will be a secret phrase used for encryption of data 
flowing between the authentication routers and the ISPBrain.  Since 
usernames & passwords are passed between the two, it©s important that 
this be kept secret.  It should ideally be a random string of characters 
between 8 and 16 characters long. 
 
The Login URL is the link to the authentication router©s login page.    
Generally this will be along the lines of http://[router IP]/login 
 
The Maximum Upload & Download speed fields are present to allow 
utilization percentage to be calculated. 
 
The Default User Group will allow users behind this router to be added to 
the default group specified. 
 
The Available Services field allows the selection of services available 
behind a specific authentication router.  Users registering   
from behind a router will only see the selected service options.    
This is useful to prevent someone behind a coffee shop router from 
selecting a corporate service, or to prevent someone behind a low 
bandwidth router from selecting a high bandwidth service that would 
dominate the link. 
 
The Base Service Level option allows you to suggest a base service for 
users.  This would be useful if there were a free service available at a 
location, and several paid upgrades. 
 
The Welcome Message allows you to create a custom greeting for users of 
each authentication router.  All users connecting from a specified router 
will see this message on the front page. 
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Captive Portals / Hotspots: 
The login pages are automatically uploaded to the WANRouters whenever 
a change is made to the logon screen settings. 
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Device Monitoring and Usage Tracking: 
Network devices that can be pinged can have their latency tracked.    
To enable this feature, click on "Manage Devices", then "Manage Device 
Monitoring".  To track the latency of devices, select "Track Latency". 
 

 
 

Device Alerts: 
Currently the system administrator will receive email alerts for   
varying amounts of packet loss in devices that have latency tracked.    
These values are hard coded in the system, but will be user adjustable in a 
future release. 
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Services 
Services Overview: 
Services are grades of internet connection available to users.  In some cases, users 
will be able to choose between multiple service types, depending on what speed 
connection they would like. 
 

 
 
Most internet users can be split into two classes: Bursty, and sustained transfer.  
Bursty users transfer data in short bursts.  Web browsing, email, chat, and other 
"typical" uses of the internet generally involve short bursts of transfer, and long 
periods with little to no transfer (while the user is, for instance, reading the 
webpage or email). 
 
The other type of user transfers large amounts of data constantly, or nearly 
constantly.  These users may be downloading large files, using peer to peer 
applications, serving files, or gaming online.  This type of user will most likely 
use whatever bandwidth is made available to them. 
 
However, users may switch between the two types of use.  A normally light user 
may transfer large amounts of data when downloading Windows Updates, or 
patches for an application, or gaming online. 
 
The goal of setting service types is to allow all user types to coexist on the same 
network connection.  Users who don©t transfer much data should get high speed 
burst rates, so web browsing and email is fast.  Users who transfer large amounts 
of data should be limited so they don©t dominate the connection and use all the 
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available bandwidth.  A properly configured set of services allows both users to 
coexist peacefully. 
 
There are two general categories of service that can be created.  The first is a 
service designed for places where users would be expected to be mostly doing 
web surfing, email, chat, and other low bandwidth activities.  For this service 
type, the base bandwidth would be set fairly low (to prevent sustained transfers 
from using all available bandwidth), but the burst rate would be set quite high.  
This would allow normal web traffic to be fast, but would slow down anyone 
trying to transfer large amounts of data. 
 
The other type of service is a high bandwidth service designed for businesses and 
high demand residential customers.  This service will have a high base bandwidth, 
and little to no extra burst capability. 
 
Service Details: 
Creating a service simply requires defining bandwidth values for a number of 
bandwidth attributes.  Once a service is defined and attached to a user, the 
bandwidth limiting information will be passed to the authentication router and 
used to shape the user©s bandwidth usage. 
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To create a new service, click "Manage Services", then "Add New Service." 
The service name should be a short string to describe the service.    
Description allows for more detail regarding the service.  Both of these fields will 
be shown to users when they select a service. 
 
For the bandwidth attributes, common values are included in the dropdown 
listbox, but custom values can also be used if desired.  The values are in bits per 
second. 
 
The "Base Download" and "Base Upload" fields set the user©s base bandwidth.  
Assuming enough bandwidth is available at the router, the users will be 
guaranteed this much bandwidth.  This is also the speed that the users will be 
dropped down to if they exceed the burst limits (if set).  For most service types, 
this value should be set fairly low.  However, if a service is sold as being "X 
bandwidth", these should be set to the appropriate values to ensure the user 
receives their bandwidth. 
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The "Burst Download" and "Burst Upload" fields set the maximum bandwidth 
available to the user.  Under normal use (no sustained transfers), the users will see 
this speed for internet use.  This value can be set fairly high without problems. 
 
The "Burst Download Threshold" and "Burst Upload Threshold" determine at 
what transfer rate the authentication router should start considering the user 
"bursting."  This simply needs to be a value between the base bandwidth rate and 
the burst limit. 
 
The "Burst Download Time" and "Burst Upload Time" determine how long a user 
is allowed to transfer at a burst rate before they get limited down to the base rate.  
If the user transfers at a rate below the burst rate for long enough, they will be 
allowed to burst again. 
 
Examples: 
 
A good setup for a coffee shop type service would be as follows: 

 
Base Download: 256k 
Base Upload: 128k 
Burst Download: 2M 
Burst Upload: 1M 
Burst Download Threshold: 512k 
Burst Upload Threshold: 256k 
Burst Download Time: 30 
Burst Upload Time: 30 
 
Translated to English, this means: A normal coffee shop user (light web 
browsing, email, chat) will get very fast service.  They will see 2Mbit 
down and 1Mbit up under normal conditions.  However, if they sustain a 
rate over 512k down/256k up for more than 30 seconds, they will 
gradually get limited down to the base rate of 256k down/128k up until 
their average transfer drops.  This prevents a user from taking massive 
amounts of bandwidth (they will get limited down fairly quickly), but still 
allows very fast access for light users. 
 

An example setup for a business would be as follows: 
 
Base Download: 1.5M 
Base Upload: 768k 
Burst Download: 2M 
Burst Upload: 1M 
Burst Download Threshold: 1.5M 
Burst Upload Threshold: 1M 
Burst Download Time: 300 
Burst Upload Time: 300 
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This is a more appropriate setup for a business.  They always get 1.5M 
down/768k up, with a slightly higher burst rate if there©s available 
bandwidth. 
 
A typical connection for a residential customer would be somewhere in 
between the two.  They would need a higher base rate to allow for 
sustained transfers such as Windows Updates & such, but possibly a lower 
burst rate. 

 
Assigning Services to Users: 
Users will normally select a service when they register, or by editing their service 
type from the user account page.  However, the service level for a user can be set 
by an administrator.  To set the service for a user, list the users, then click the 
green edit button.  The service level can be set in the Service Details section.  
Click "Update" to save the changes. 
 

 
 
Services and Authentication Routers: 
Each authentication router can have a list of services attached to it.  When a user 
registers for service, they will be presented with the list of allowed services based 
on the authentication router they are coming from.  If a base service level is set 
for a router, this will be selected as the default service for a router when a user 
registers, otherwise the user will have to select a service from the available list. 
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System Configuration 
System Configuration Attributes: 
 

o System Name – A unique name for the system (usually the name of the 
network or organization). 
 

o System URL – URL address at which the system can be accessed via the 
internet. 
 

o Admin Email Address – Contact email address for the system 
administrator or system support team.  Email alerts will be sent to this 
address. 
 

o System IP Address – IP address of the system. 
 

o Default Gateway – Default internet gateway to be used by the ISPBrain 
server.  Note, this gateway may be different than the client gateways for 
connected subscribers.  This gateway will only be used when the ISPBrain 
needs to access upstream hosts. 
 

o Subnet Mask – Subnet mask of the ISPBrain. 
 

o Connection Bandwidth – The available backbone bandwidth 
 

o DNS Server 1 - 3 – DNS Servers that will be used by the system. 
 

o Domain – The domain field stores the domain name for the system. 
 

o Require Payment – When payment mode is set to “No” , the system will 
operate in a free mode.  Users registering for service will be given the base 
service for the Authentication Router through which they’ve connected.  
Service upgrades will not be available to the users, but must be given 
manually by an ISPBrain administrator on a per user basis.  Some billing 
and Accounting information will be hidden from the administrator in this 
mode.  Please note that special configuration will be required from 
ISPBrain in order for your organization to operate with payment mode set 
to “on” . 
 
When payment mode is set to “Yes” , the system will require payment for 
any users connecting through an Authentication Router with no base 
service specified. 
 

o Authorize.Net Username / Password – Authorize.Net account information 
to be obtained from Authorize.Net. 
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o Authorize.Net Test Mode – When test mode is on, actual transactions will 
not take place.  Any credit card orders that are processed will go through 
as actual orders, but the cards will not be debited.  This mode posts 
transactions to the Authorize.Net test gateway page. 
 

o System Locale – This setting determines what address fields to display for 
subscribers in the system and which monetary system to use for billing 
and financial accounting. 
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Bandwidth Usage Tracking 
Bandwidth Tracking Overview:  
ISPBrain provides extensive bandwidth usage and transfer logging, analysis, and 
tracking.  This is accomplished through a proper network build out consisting of 
WANRouter authentication routers or other approved RADIUS compatible 
routing devices.  ISPBrain tracks and stores data transfer statistics in real time 
down to the individual subscriber level.  In addition, data transfer statistics are 
analyzed and re-arranged into various levels of organization including transfer by 
authentication router, transfer by group, system bandwidth utilization, and 
bandwidth utilization per authentication router.  Using these statistics, a network 
administrator can appropriately provision bandwidth to the areas of the network 
most in need. 
 

Bandwidth Usage Reports:  
The bandwidth usage reports allow an administrator to view transfer and 
utilization data via a number of parameters through customizable reports.  
Reports include: 
 

o Top Total Users – Shows top ten bandwidth users of all time 
o All Total Users – Lists all subscribers by bandwidth usage 
o Top Daily Users – Shows top ten bandwidth users for the current 

day 
o All Daily Users – Lists all subscribers who have transferred data 

for the current day by bandwidth usage  
o Transfer per Day – Generates a report of data transfer over a 

specified time interval for the entire system, a selected group, 
and/or a selected authentication router 

o Utilization per Day – Generates a report of bandwidth utilization 
over a specified time interval for the entire system, a selected 
group, and/or a selected authentication router 

 
Note: utilization is calculated by dividing the total transfer for a particular 
day by the total possible transfer for that day based on the specified 
Connection Bandwidth in the System Configuration or for a selected 
Authentication Router. 


